Data Security Form C
 Principal Investigators 

Date:       
Name of Protocol:  
Name of PI: 
PI’s Phone Number and e-mail address: 

Name of Privacy Officer (PO):  Cheryl Weiner




PO’s Phone:  708-202-2118 
Name of Information Security Officer (ISO):  Mike Wlezien
ISO’s Phone Number: 708-202-5499
DE-IDENTIFIED DATA:
Are you requesting permission to remove de-identified data off VA grounds ?
______  No

______ Yes:  Please provide the following information:

1. How will data be collected?

2. Why do you need to remove this data?

3. Who will receive the data?

4. How will it be transmitted?

5. Where will the data be stored?
SECTION 1

An answer of “YES” to both of the following statements, indicates all VA sensitive research information (and copies) will be used, stored, and remain in the VA.
	Yes
	No
	Specific Requirement 

	
	 
	All VA sensitive research information is used and stored within the VA

	
	 
	All copies of VA sensitive research information are used and remain within the VA


If you have answered YES to both statements above, STOP here. 

SECTION 2

If the original or copies of VA research information are removed from the VA, then the following apply:  
(Refer to Directive 6505 and February 06, 2007 Certification Requirements)
	Yes
	No
	N/A
	Specific Requirements

	 
	
	
	1. Permission to remove the data:

NEW PROJECTS:  are being obtained from 1) your immediate supervisor, 2) your ACOS/R&D, 3) VA Information Security Officer (ISO), and 4) VA Privacy Officer (PO), and no data will be removed or transmitted before approvals are given. 

	
	
	
	2. Will you be utilizing VA issued and encrypted “flash drives”?  (Note: Use of non-VA issued flash drives is prohibited)

	 
	
	
	3. The laptop or other portable media is encrypted and password protected. (Note: Contact the VA IT contact for encryption paperwork)

	
	
	
	4. A revocable license and/or property pass for the equipment (i.e. Laptop, etc.) has been obtained.  (Note: You must attach a copy)

	  
	
	
	5. You agree that data are not transmitted in unprotected e-mail messages.  (Note: Both sender and recipient must have PKI )

	 
	
	
	6. Names, Addresses, and Social Security Numbers have been replaced with a code.  (Note: This information may only be maintained on a VA server and documentation of the procedure and the code key by which the data were coded must remain within the VA.)

	 
	
	
	7. All data sent via USPS must be encrypted and be sent via registered or restricted delivery.  All data sent via FedEx must also be encrypted and have tracking documents attached to ensure “chain of custody”. 

	
	
	  
	8.  For data that will reside on a non-VA server:  The server must be certified and accredited as required by Federal Information and Security Management Act of 2002 (FISMA).  (Note: A copy of the certification must be attached before approval is given and data transmitted.)

	 
	
	NA
	9. You certify:  Access to the data is only by those who are authorized to access it, have completed the appropriate VA data security training, and the access is related to VA-approved research. 

	 
	
	NA
	10. You certify:  You and others who have access to, use, store, or transport the data are familiar with the facilities requirements for reporting theft or loss of sensitive data or the media such as a laptop or flash drive, containing sensitive data. 


Data Security Form D

Principal Investigator’s New Certification: 
Storage & Security of VA Research Information
This certification must be completed by all Principal Investigators (PI) and submitted to the Research Office 

with each new submission. 

Please note that copies of this form will be submitted to ORD during the Just-In-Time process if you will be funded by ORD for a research project.

Investigator’s Certification for New Submissions:
I certify to the best of my knowledge that all VA sensitive information associated with the research study entitled ____________(insert study title here)____________ has been submitted to the Research and Development Committee on ___________________,  will be used, stored, and have security measures in accordance with the applicable VA and VHA policies and guidance.  I will not remove or transmit any VA sensitive data until I have obtained the appropriate approvals.
Name: __________________________
Title: ___________________________
Signature: ​______________________
Date: __________________________
Phone: _________________________
E-mail:  _________________________
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