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	1.
Principal Investigator:








(Last)


(First)



	2.
Phone:

Ext.







	Fax:
E-mail:

	5.  
Project Title:



	□  check facility

Hines Privacy Officer:  Cheryl L. Fears

Phone:  708-202-2118

email:  Cheryl.Fears@va.gov

Hines Information Security Officer:

Mike Wlezien

Phone:  708-202-5499

email:  Michael.Wlezien@va.gov

‫
	□  check facility

North Chicago Privacy Officer:  Sheila Merrier

Phone: 224-610-3383
email:  Sheila.Merrier2@va.gov

North Chicago Information Security Officer:

John Rinkema

Phone:  224-610-3805

email:  John.Rinkema@va.gov

‫

	I.  VA SENSITIVE DATA:  

This is defined as all department data, on any storage media or in any form or format, which requires protection due to the risk of harm that could result from inadvertent or deliberate disclosure, alteration, or destruction of the information.  The term includes information whose improper use or disclosure could adversely affect the ability of an agency to accomplish its mission, proprietary information, records about individuals requiring protection under various confidentiality provisions such as the Privacy Act and the HIPAA Privacy Rule, and information that can be withheld under the Freedom of Information Act.  

Examples of VA sensitive information include the following:  individually-identifiable medical, benefits, and personnel information; financial, budgetary, research, quality assurance, confidential commercial , critical infrastructure, investigatory, and law enforcement information; information that is confidential and privileged in litigation such as information protected by the deliberative process privilege, attorney work-product privilege, and the attorney-client privilege ; and other information, which if released, could result in violation of law or harm or unfairness to any individual or group, or could adversely affect the national interest or the conduct of federal programs.


An answer of “YES” to both of the following statements indicates all VA sensitive research information/data (and copies) will be used, stored, and remain within the VA protected environment.
	Yes
	No 
	Specific Requirement

	
	
	All VA sensitive research information is used and stored within the VA protected environment.

	
	
	All copies of VA sensitive research information are used and remain within the VA protected environment.


If you have answered YES to both statements above, STOP here.
If the original or copies of VA research information are removed from the VA, then the following apply: (Refer to Directive 6500 and February 6, 2007 Certification Requirements)

      a. List the name and address of the individual(s) or entity(s) who will receive patient identifiable  

data.


b. What restrictions on disclosure (to non-VA facilities/persons) of shared identifiable data will you have?


c. How will you transfer/transmit shared identifiable data to assure security? (Note: All data sent via USPS must be encrypted and be sent via registered or restricted delivery.  All data sent via Fed Ex must also be encrypted and have tracking documents attached to ensure “chain of custody.”)

d. Will you be using VA issued and encrypted “flash drives”? (Note: Use of non-VA issued flash drives is prohibited) If you remove data from the VA protected environment the Facility Director must approve its removal.

□ Yes
□ No

□ N/A


e. Are the use of laptop or other portable media encrypted and password protected with a VA approved application?

□ Yes
□ No

□ N/A


f. A revocable license and/or property pass for the equipment (i.e. laptop, etc.) has been obtained.  (Note:  A copy must be attached)


□ Yes
□ No

□ N/A


g. You agree that data are not transmitted in unprotected e-mail messages. (Note: Both sender and recipient must have PKI)


□ Yes
□ No

□ N/A

      h. Names, addresses, and Social Security numbers have been replaced with a code. (Note:  This information may only be maintained on a VA server within the VA protected environment and documentation of the procedure and the code key by which the data were coded must remain within the VA.)


□ Yes
□ No

□ N/A


i. For data that will remain on a non-VA server:  The server must be certified and accredited as required by Federal Information and Security Management Act of 2002 (FISMA).  (Note:  A copy of the certification must be attached before approval is given and data transmitted)

      j. How will you store shared identifiable data to assure security?  (i.e. For hard copy documents:  is there a master code list and where is it stored?  Is identifiable data stored in a locked cabinet or locked room?  For computerized identifiable data: Is identifiable data stored on the “U” drive or on a secured network drive assigned to the study team by the IRM Department or other VA approved method).


     k. What requirements will you have for return or destruction of shared identifiable data?


II.  DE-IDENTIFIED DATA:

     If your data includes any of the following identifiers it is NOT de-identified data: 

HIPAA Identifiers Include:

1) Names. 2) All geographic subdivisions smaller than a state, including zip code (except for the first 3 digits of the ZIP Code if the region contains < 20,000 people, or the last 2 digits if the region contains > 20,000 people). 3) All elements of dates (except year), including birth, death, admission and discharge dates; all ages over 89 years old (may include age > 89 years). 4) Telephone Numbers. 5) Electronic mail addresses. 6) Social security numbers. 7) Medical record numbers. 8) Health plan beneficiary numbers. 9) Fax numbers. 10) Account numbers. 11) Certificate/License number. 12) Vehicle identifiers and serial numbers, including license plate numbers. 13) Device identifiers and serial numbers. 14) Web Universal Resources Locators (URLs). 15) Internet Protocol (IP) address numbers. 16) Biometric Identifiers. 17) Full face photographic images and any comparable images. 18) Any other unique identifying number, characteristic or code.

     Are you requesting permission to remove de-identified data from VA grounds?


     □ YES

□ NO


     If yes:


     a. How will de-identified data be collected? (i.e. record review, interview, pencil/paper survey or  

questionnaire)?


     b.  Provide explanation why de-identified data needs to be removed from the facility.

     c.  Will the de-identified data be shared?  If yes, identify:


     d.   How will de-identified data be transmitted (i.e. email, data storage media)?


     e.   Where will de-identified data be stored, during and after completion of the study? 


   III.  IDENTIFIABLE DATA:


     Are you requesting permission to remove identifiable data from VA grounds?


     □ YES

        □ NO



  If yes:


     a. How will identifiable data be collected? (i.e. record review, interview, pencil/paper survey or  

questionnaire).

     b.  Provide explanation why identifiable data needs to be removed from the facility.

     c.   Will the identifiable data be shared?  If yes, identify:


     d.   How will identifiable data be transmitted (i.e. email, data storage media)?


     e.   Where will identifiable data be stored , during and after completion of the study? 

Principal Investigator’s Certification:
Storage & Security of VA Research Information

This certification must be completed by all Principal Investigators (PI) and submitted to the Research Office with each new submission.

         I certify that all VA sensitive information associated with the research study entitled (insert study title   here) has been submitted to the Research and Development Office on (insert date submitted) and, will be used, stored, and have security measures in accordance with the applicable VA and VHA policies and guidance.  I will not remove or transmit any VA sensitive data until I have obtained the appropriate approvals.

I certify that access to the data is only by those who are authorized to access it, have completed the appropriate VA information security training, and the access is related to VA-approved research.

I certify that all who have access to use, store or transport data are familiar with the facilities requirements for reporting theft or loss of sensitive data or the media such as a laptop or flash drive, containing sensitive data.

          Name:  
__________________________
          Title: 
__________________________
          Signature: 
__________________________

          Date: 
__________________________
          Phone: 
__________________________
          E-mail: 
__________________________
NOTE TO INVESTIGATORS:  

When appropriate, please attach or forward a copy of the Case Report Forms (CRFs) to the Research Office for review to verify the data collected on these forms is in compliance with VA policy and that the consent and HIPAA authorization forms are valid.

For Research Use Only

The Research Office will secure the following signatures on your behalf.


Administrative Officer for 

Research & Development
______________________________  Date  ________________






TBA

Associate Chief of Staff for


Research & Development
______________________________  Date  ________________






Dale N. Gerding, MD


The protocol, and if applicable, consent and HIPAA authorization, if adhered to as prescribed provides


reasonable, and sound assurances regarding the security of sensitive data.


Facility Information


Security Officer:


______________________________  Date  _________________


Concur/Do Not Concur




Facility Privacy Officer:

_______________________________  Date _________________


Concur/Do Not Concur
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