
EDWARD HINES, JR. VA HOSPITAL / CAPT. JAMES A LOVELL FHCC

INSTITUTIONAL REVIEW BOARD
Request for a Waiver or Alteration of HIPAA Authorization to
Use and/or Disclose Medical Records or Health Information

PI: 
Date:      
Study Title:
_______________________________________________________________________________
This is a request to use identifiable information in the conduct of this research study under a waiver of authorization.  

This request is for:
 FORMCHECKBOX 

Partial Waiver – (i.e. screening and recruitment purposes)


Describe your screening/recruitment method:

 FORMCHECKBOX 

Full Waiver – (i.e. retrospective chart reviews)


Describe types of records and/or databases to be accessed:
Database(s) that will be used: _____________________ 


The identifiable information being requested is: (Check all that apply and specify each element.)
IDENTIFIABLE INFORMATION PER HIPAA DEFINITION (circle and/or specify)
 FORMCHECKBOX 
 1.
Names

 FORMCHECKBOX 
 2.
Geographical subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of the zip code if according to the current publicly available data from the Bureau of the census: a) the geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and b) the initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.

 FORMCHECKBOX 
 3.   Elements of dates (check those that apply) for dates directly related to an individual, including:  FORMCHECKBOX 
 birth date,  FORMCHECKBOX 
 admission date,  FORMCHECKBOX 
discharge date,  FORMCHECKBOX 
 date of death; and  FORMCHECKBOX 
 all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of  FORMCHECKBOX 
age 90 or older,  FORMCHECKBOX 
 other date directly related to an individual, (identify
)
 FORMCHECKBOX 
 4.   Telephone numbers







 FORMCHECKBOX 
 5.   Fax numbers

 FORMCHECKBOX 
 6.   Electronic mail addresses

 FORMCHECKBOX 
 7.   Social security numbers

 FORMCHECKBOX 
 8.   Medical record numbers

 FORMCHECKBOX 
 9.   Health plan beneficiary numbers

 FORMCHECKBOX 
 10. Account numbers

 FORMCHECKBOX 
 11. Certificate/license numbers

 FORMCHECKBOX 
 12. Vehicle identifiers and serial numbers, including license plate numbers

 FORMCHECKBOX 
 13. Device identifiers and serial numbers

 FORMCHECKBOX 
 14.  Web Universal Resource Locators (URLs)

 FORMCHECKBOX 
 15.  Internet Protocol (IP) address numbers

 FORMCHECKBOX 
 16. Biometric identifiers, including finger and voice prints

 FORMCHECKBOX 
 17. Full face photographic images and any comparable images

 FORMCHECKBOX 
 18. Any other unique identifying number, characteristic, or code. (explain)

PATIENT HEALTH INFORMATION  (specify)

   _     
DEMOGRAPHIC INFORMATION (E.G., NAME, ADDRESS, PHONE NUMBER, SOCIAL SECURITY NUMBER)

           
BILLING AND PAYMENT INFORMATION

      _   
MEDICAL RECORD (INCLUDING BUT NOT LIMITED TO HISTORY AND PHYSICAL EXAM NOTES, PROGRESS NOTES, CONSULTATION REPORTS, LABORATORY TEST RESULTS, OPERATIVE REPORTS)
PROTECTED HEALTH INFORMATION:  This includes all individually identifiable health information maintained in any form or medium, e.g., written notes, photographs, videotapes, radiographic images.
	Justify:  




NOTE: Title 38 U.S.C. 7332-protected information (individually identifiable informant or records that relate to treatment for drug abuse, alcoholism or alcohol abuse, or sickle cell anemia, or testing and treatment for HIV)  may be disclosed without written authorization, if in addition to the requirements of VHA Handbook 1605.1 (Privacy and Release of Information) subparagraph 13b(1)(b), or subparagraph 13b(1)(c), the requirements of 38 CFR 1.488 are met.  Specifically, the research protocol must indicate:

1.  The information must be maintained in accordance with the security requirements of 38 CFR section 1.466 or more stringent requirements;

2. The information will not be re-disclosed except back to the VA; and 

3. The information will not identify any individual patient in any report of the research, or otherwise disclose patient identities.

1.
Identifiable information is to be used or disclosed only by members of the research team and the following persons: (identify with specificity and justify the need to disclose the information to anyone outside the VHA).

	Describe: 




2.
The proposed use and/or disclosure of identifiable information poses minimal risk to the privacy of the subjects because:

a. Describe how the identifiable information will be protected from improper use or disclosure by: (detail how this will be accomplished including limitations of physical or electronic access to the information and other protections) 
	Describe:  




b. ALL records including identifiers must be retained until disposition instructions are approved by the National Archives and Records Administration and are published in VHA’s Records Control Schedule (RCS 10-1).   Identify how the PHI will be used and where it will be retained.  
	Describe:   




c.
Identifiable information will not be reused or disclosed to any other person or entity outside the VHA other than those identified in the protocol, except

· as required by law, for authorized oversight of this research study, or
· as specifically approved for use in another study by an IRB.

	Describe:  




3.  The proposed study cannot be practicably conducted without a waiver of authorization: (discuss reasons why it would not be possible to obtain authorization from individual subjects)
	Describe:  




4.  The proposed study cannot be done without the specified identifiable information: (discuss reasons why it would not be possible to conduct the research without the identifiable information being requested)
	Describe:  




I, as principal investigator, assure that participant’s health information is protected against improper use or disclosure by agreeing to the following:

· I will use only the requested data in a manner consistent with the approved research protocol for which this information is requested
· Only information essential to the purpose of the study (either for screening /recruitment or as described in the protocol) will be collected.

· In the case of a retrospective chart review, only information essential to the research project will be collected.

· No information, other than what has been approved, will be collected

· Access to the information will be limited to the greatest extent possible.

· Protected health information will not be re-used or disclosed to any other person or entity.








_____________

(Signature of PI)                       



 (Date)

For informational purposes

Please make sure your request for waiver adequately addresses all of the criteria, or your request may be returned to you and not be considered by the IRB.

VHA Handbook 1605.1  5/17/2006  ADDED FOR REFERENCE
Paragraph 13 RESEARCH   (excerpted)
b. ROI to Non-VHA Investigators (Extramural). VHA has authority to disclose individually-identifiable information to non-VHA Investigators in accordance with this Handbook. The Chief R&D Officer must also approve the request per VHA Handbook 1200.5. This requirement applies to information requested from national, VISN, and local databases or sources. If the research involves human subjects, the requesting non-VHA Investigator must have received IRB approval for the research. If the research does not meet the definition of Human Subject Research per the Common Rule, the non-VHA Investigator’s institution must approve the research. Requests for de-identified information from non-VHA Investigators must be in writing and meet the requirements of Appendix B. 

(1) Information from Research Subjects Who are Not VHA Employees 
(a) VHA may disclose the individually-identifiable health information of research subjects who are not VHA employees to non-VHA Investigators for research purposes provided there is a prior written authorization. A prior written authorization may be incorporated into an Informed Authorization Notice or Informed Consent (see VHA Dir. 1200). 

(b) If there is no prior written authorization, VHA may disclose individually-identifiable health information, excluding 38 U.S.C. 7332-protected information, to Federal investigators (e.g., Department of Defense, etc.) if the Under Secretary for Health, or designee, has approved the research, and an IRB or Privacy Board has waived the authorization requirement in accordance with 45 CFR 164.512(i) prior to the request for the PHI. For the disclosure of individually-identifiable health information including 38 U.S.C. 7332-protected information see subparagraph 13b(1)(d). 

(c) If there is no prior written authorization, VHA may disclose: 

1 Individually-identifiable health information, excluding 38 U.S.C. 7332-protected information and names and addresses of the individual subjects, to non-Federal investigators, if there is VHA approval both by the Under Secretary for Health, or designee; and IRB or Privacy Board waiver of authorization. 

2 Individually-identifiable health information, including names and addresses of the individual subjects, but excluding 38 U.S.C. 7332-protected information, to non-Federal investigators, if: the Non-Federal Investigators provide the names and addresses of the individual subjects; there is VHA approval by both the Under Secretary for Health, or designee; and there is an IRB or Privacy Board waiver of authorization. 

1 For the disclosure of individually-identifiable health information including 38 U.S.C. 7332-protected information see subparagraph 13b(1)(d). 

(d) Title 38 U.S.C. 7332-protected information may be disclosed without written authorization, if in addition to the requirements of subparagraph 13b(1)(b), or subparagraph 13b(1)(c), the requirements of 38 CFR 1.488 are met. Specifically, the research protocol must indicate: 

1. The information must be maintained in accordance with the security requirements of 38 CFR Section 1.466, or more stringent requirements; 

2. The information will not be re-disclosed except back to VA; and 

3. The information will not identify any individual patient in any report of the research, or otherwise disclose patient identities. 

(e) VHA may disclose a limited data set for research pursuant to a Data Use Agreement.   (sample as appendix of handbook)

De-Identification (Safe Harbor)

The HIPAA Privacy Rule applies only to identifiable information.  If information is de-identified, it no longer is subject to the Privacy Rule.  CAUTION: de-identification for HIPAA purposes may not be the same as “anonymizing” data as commonly understood by researchers.  

· SCRAMBLED SSNs ARE NOT CONSIDERED DE-IDENTIFIED
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